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The question is not whether data can be used. It is how. 

For more than a decade, Europe has set the global benchmark for data protection. The Digital 
Omnibus is the chance to make that benchmark deliver for citizens, for European companies, 
and for the technologies that will define the next decade. 

Privacy-Enhancing Technologies (PETs) build privacy directly into the architecture of data 
processing, allowing information to be analysed, shared, and put to work without exposing any 
individual personal information. 

PETs make Privacy-by-Design operational. They sit alongside every lawful basis for processing 
(consent, legitimate interest, contractual necessity) and raise the privacy standard for each. 
Every GDPR obligation continues to apply, in full. 

Some European companies are already deploying PETs; the regulation has yet to catch up. The 
Digital Omnibus can change that, and turn PETs into a strategic European asset: stronger 
privacy for citizens, legal certainty for businesses, and a global standard for responsible data 
handling that only Europe can set. 

Key asks for the Digital Omnibus 

• Incentivise recognised PETs and enable its development: Empower the Commission, in 
consultation with relevant authorities (e.g. the EDPB, ENISA and EDIB) to define open 
technical standards through delegated acts under Article 41a; 

• Apply a risk-based approach proportionate to the actual privacy risk of 
certified/standardised techniques;  

• Ensure open, scalable, cost-effective, interoperable and common deployment of PET 
infrastructure that prevents gatekeeper lock-in at the technology layer. 
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1.  What are PETs and how do they work? 
Privacy-Enhancing Technologies (PETs) are a broad family of hardware and software techniques 
that build privacy protection directly into the architecture of data processing, rather than 
adding a layer on top of data processing. They enable the collection, analysis and sharing of 
information while minimising data exposure and preventing the identification of individuals. The 
overview below sets out the main categories and how European companies are already 
deploying them. 

Data transformation techniques: modifying data before it is shared 
These methods modify or transform data before it is processed or shared, making it impossible 
to re-identify individual users from the output. 

Pseudonymisation replaces direct personal identifiers (names, email addresses, device 
identifiers) with artificial tokens, reducing re-identification risk while preserving analytical 
utility. The GDPR already recognises pseudonymisation as a protective measure under Article 25. 
Going further, the Court of Justice of the EU has confirmed in the SRB case (Case C-413/23) that 
pseudonymised data may fall outside the scope of the GDPR for certain recipients who have no 
reasonable means of re-identification.  

Anonymisation goes further: once data is processed to the point that individuals can no longer 
be identified, even in combination with external sources, it falls outside the scope of the GDPR 
entirely. 

Differential Privacy (DP) adds mathematically calibrated statistical noise to query results, 
preventing any actor from reverse-engineering individual records from aggregate data outputs. 
A company can query its advertising impression data to measure the unique reach of a 
campaign across devices. The added noise ensures no individual user can be identified from the 
results. 

Architectural solutions: redesigning data sharing for privacy 
These technologies redesign the architecture of how data is shared between users, devices, and 
companies so that personal data never needs to leave the user’s device or be exposed to third 
parties. 

On-device processing is the most fundamental example. Rather than sending user data to a 
central server for analysis, all computations happen locally within the user’s browser or 
application. The result, for example, whether a user falls into a particular audience category for 
advertising can be used without the underlying personal data ever leaving the device. 
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Data Clean Rooms are secure, neutral computing environments where multiple organisations can 
analyse combined datasets without any party seeing the other’s raw customer data. An 
advertiser and a publisher, for example, can jointly understand the effectiveness of a campaign 
without either party exposing their customer lists. The “clean room” acts as a trusted, isolated 
space where only aggregate results leave the environment. 

Federated Learning trains machine learning models across multiple devices or servers, each 
holding data locally, without that data ever leaving those devices. Instead of aggregating raw 
user data in a central system, each participating device trains a local model update on its own 
data and transmits only that model adjustment, not any underlying personal information, to a 
central aggregator. The aggregated model improves through each iteration without any 
individual’s raw data being shared or centralised. This approach enables companies to build 
high-quality personalisation, relevance, and fraud-detection models across large user 
populations while keeping personal data on the device where it originated. The European 
Commission has recognised federated learning as a privacy-preserving technique relevant to 
GDPR data minimisation requirements. 

Synthetic Data is artificially generated data that mirrors the statistical properties of a real 
dataset without containing any individual’s actual information. It is produced by training 
generative models on real data and then generating new records that replicate the original 
dataset’s patterns, distributions, and relationships without preserving any individual-level link to 
real users. From an analytical perspective, synthetic data behaves like real data for most 
modelling and testing purposes; from a privacy perspective, it contains no personal information. 
The European Commission has identified synthetic data as a foundational technology for 
European Data Spaces because it enables datasets to be shared, reused, and analysed across 
organisations and borders without any transfer of personal data1. Appropriate technical 
validation is essential to ensure that individuals cannot be re-identified from generated records, 
preventing what might be termed “synthetic data washing”2. 

Cryptographic methods: protecting data through mathematics 
These techniques use advanced mathematical methods to protect data during computation, 
ensuring that no party can access individual personal data even while performing analyses on it. 

Secure Multi-Party Computation (MPC) allows multiple parties to jointly compute a result, such 
as the total number of conversions from an advertising campaign, without any party ever seeing 
another’s underlying user data. The computation is distributed across multiple non-colluding 

2 OECD, Understanding the Value of Synthetic Data, OECD Digital Economy Papers No. 348 (2022). 

1 European Commission, COM(2022) 197 final, Proposal for a Regulation on the European Health Data Space, Recital 35; 
European Commission, COM(2020) 66 final, “A European strategy for data.”  
See also OECD, Understanding the Value of Synthetic Data, OECD Digital Economy Papers No. 348 (2022). 
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servers, each of which sees only an encrypted fragment, and no single party ever holds enough 
information to reconstruct individual user records. 

Homomorphic Encryption (HE) allows computations to be performed directly on encrypted data, 
so the organisation performing the computation never actually sees the information it is 
analysing.  

Trusted Execution Environments (TEEs) provide a dedicated, hardware-isolated secure area 
within a computer processor that is separated from the rest of the operating system; sensitive 
computations run within the TEE cannot be accessed or observed by any other process. 

2.  A practical example: Privacy-preserving advertising measurement 
To make these concepts concrete, consider how an advertiser measures whether a digital 
advertising campaign worked. In the traditional model, the advertiser links an ad impression (a 
user saw an advertisement) to a conversion (the same user later made a purchase) through 
unique codes stored in cookies or device logs, requiring the collection, storage, and processing 
of personal data at the individual user level. 

Using a PET-based approach, the same measurement outcome can be achieved while better 
protecting the data : 

●​ The user’s browser stores a record of the ad impression locally on the device (on-device 
processing). No personal data leaves the device. 

●​ When the user makes a purchase, the browser generates an encrypted, anonymised 
conversion report with no unique codes. 

●​ An independent aggregation service, operating via Multi-Party Computation or a Trusted 
Execution Environment, collects these encrypted reports and aggregates them into 
campaign-level statistics (e.g. “Campaign X generated 3,200 conversions this week”). 

●​ Differential Privacy adds a small amount of statistical noise to the output, making it 
mathematically impossible to single out any specific user’s contribution. 

The advertiser receives the campaign performance information they need. The publisher 
understands their advertising value. And at no point has any individual user’s personal data been 
accessed, transferred, or stored by any party. This is privacy-by-design in practice. 

3  PETs for operational use cases: Real-world applications 
Privacy-Enhancing Technologies are not theoretical. European companies are already deploying 
them across a range of operational functions. 92% already use some form of PET for GDPR 
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compliance support, with significant adoption in audience measurement (60%), campaign 
attribution (56%), and customer analytics (56%)3. Key operational use cases include: 

●​ Analytics and service improvement: Differential Privacy and anonymisation enable 
companies to understand aggregate user behaviour, which features are used, where 
users encounter difficulties, without accessing individual user records. 

●​ Fraud prevention and security: Secure Multi-Party Computation allows financial 
institutions and digital platforms to jointly analyse data for fraud patterns without 
sharing raw customer records. Major European financial institutions have demonstrated 
the effectiveness of this approach for national cyber-resilience initiatives. 

●​ Frequency capping: On-device processing enables advertisers to limit how many times a 
user sees the same advertisement without any cross-site tracking. The count is 
maintained locally on the device; only the decision to show or withhold the ad is 
communicated externally. This directly benefits users by preventing intrusive ad 
repetition. 

●​ Customer analytics and self-marketing: Data Clean Rooms allow companies to analyse 
their own customer segments and campaign effectiveness without sharing raw customer 
data with advertising platforms. Pseudonymisation provides a further layer of protection. 

●​ Audience matching and targeting: Private Set Intersection (PSI) combined with Trusted 
Execution Environments allows advertisers to match their customer lists against platform 
audiences without either party exposing their raw data. Only the matched audience is 
used for targeting; no individual records are exchanged. 

4.  Closing the regulatory gap: What the Digital Omnibus should do 
Despite their clear privacy benefits, PETs face a paradoxical regulatory situation.  

Under the current legal framework, a PET that stores or accesses information on a user’s 
terminal device requires the same explicit user consent as any other storing or reading of 
information. This creates a powerful and perverse disincentive for innovation: if a company must 
invest significant resources in deploying a PET only to face the same obligations and potentially 
enforcement as if it were not investing in PETs, the business case for that investment 
disappears. The regulation effectively penalises companies for adopting better technology. 

The Digital Omnibus has the opportunity to close this gap, and in doing so, create a genuine 
competitive advantage for European tech. EUTA proposes three concrete measures: 

3 FEDMA, The marketers’ perspective on unlocking Privacy Enhancing Technologies (PETs), 23 January 2026, 
https://www.fedma.org/wp-content/uploads/2026/01/FEDMA-PET-policy-paper_Final-Draft-23012026.pdf  
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Incentivise recognised PETs 
The Commission should be empowered, following the governance model established in GDPR 
Article 41a, to define the technical standards and criteria that a technology must meet to 
qualify as a “recognised PET”, through implementing acts developed in close consultation with 
the European Data Protection Board (EDPB), the European Union Agency for Cybersecurity 
(ENISA), the European Data Innovation Board (EDIB) and other relevant authorities. 

Apply a risk-based approach proportionate to actual privacy risk 

The legal obligations  for operational data processing using standardised PETs should reflect the 
actual privacy risk involved, which is, by design, materially lower than standard data processing. 
This approach preserves the GDPR’s risk-based logic while providing legal certainty for 
companies investing in PETs. 

For instance, when a  recipient of the data cannot legally and reasonably reidentify the data, 
that data should be deemed non-personal data for that recipient in line with the criteria defined 
by the CJEU in the Breyer and SRB cases. Lastly, PETs should be further incentivized by being 
explicitly considered as a mitigating factor in enforcement cases.   

Support open, interoperable European PET infrastructure 
A critical risk in the development of PET standards is that proprietary solutions from dominant 
technology platforms become a “PETs washing”. To overcome risks, technical certification 
criteria should reference internationally recognised benchmarks, including the OECD guidance 
on privacy-enhancing data sharing and the ISO/IEC 27559 standard for privacy-enhancing 
de-identification, ensuring that only demonstrably effective techniques qualify for lighter 
regulatory treatment.  

The EU should actively support the development of open, interoperable, platform-agnostic PET 
infrastructure that is accessible to all market participants, including small and medium-sized 
businesses, collaborating with open standards bodies such as the World Wide Web Consortium 
(W3C) and Internet Engineering Task Force (IETF)4. 

4 W3C — World Wide Web Consortium. The main international standards body for the web. It develops and maintains 
technical specifications for HTML, CSS, and a range of web technologies. Relevant here because W3C has working 
groups on privacy (including the Privacy Interest Group and work on browser-level privacy signals such as Global Privacy 
Control). 
IETF — Internet Engineering Task Force. The principal body that develops and promotes voluntary internet standards, 
particularly the technical protocols that underpin how the internet functions (e.g. HTTP, TLS, DNS). Relevant here 
because IETF working groups are involved in standardising privacy-preserving protocols at the network and application 
layer. 
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5. Proposed alternative language 

NEW Article 25, GDPR​
Data protection by design and by default 

4. Where personal data processing under paragraph 2 is carried out exclusively by means of 
Privacy-Enhancing Technologies certified pursuant to paragraph 4, the data controller shall 
benefit from a rebuttable presumption of compliance with the data minimisation principle under 
Article 5(1)(c) of Regulation (EU) 2016/679 in respect of that processing. All other obligations 
under Regulation (EU) 2016/679 shall continue to apply. 

5. The Commission shall be empowered to adopt delegated acts recognising Privacy-Enhancing 
Technologies (PETs) and establishing the technical standards and criteria for Privacy-Enhancing 
Technologies eligible for certification under paragraph 3, following the governance model 
established in Article 41a of Regulation (EU) 2016/679. Those delegated acts shall be adopted in 
accordance with the examination procedure and following consultation with relevant 
authorities as appropriate. Standards shall include benchmarks to prevent misuse of PET 
certification for data practices that do not genuinely meet minimum privacy thresholds. 

Conclusion: A European opportunity 

Privacy-Enhancing Technologies are a strategic opportunity for European tech leadership. What 
is missing is the regulatory framework to match: one that creates legal certainty, rewards 
innovation, and positions European companies at the frontier of responsible data handling 
globally. 

The Digital Omnibus can deliver this. By establishing a standardised mechanism for PETs, 
applying a risk-based approach that reflects the materially lower privacy risk of techniques, and 
supporting open, interoperable infrastructure, the EU can set a global benchmark: one where 
privacy is built into systems from the outset, not added on after the fact. 

For European consumers, the practical benefit is clear: stronger, more reliable privacy protection 
in everyday digital interactions, whether using a search engine, a streaming service, a financial 
app, or any other online product. Importantly, PETs protect personal data across all lawful 
processing activities, regardless of which legal basis applies. Under the GDPR, consent, 
legitimate interest, contractual necessity, and legal obligation are all equally valid bases for 
processing. PETs raise the privacy standard across all of them equally. They do not substitute 
for any legal basis, nor do they determine which one applies; they make every processing 
activity more privacy-protective by design. 
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Recognising their value in the regulatory framework is the logical next step, and a practical 
signal to the market that European data handling is raising its standards without sacrificing the 
innovation and economic activity that the digital economy depends on. 

The Digital Omnibus is the right vehicle. EUTA looks forward to working constructively with the 
European Commission, the European Parliament, and Member States to build a digital economy 
that is both competitive and trustworthy.  

About the European Tech Alliance 
EUTA represents leading European tech companies that provide innovative products and 
services to more than a billion users5. Our 38 EUTA member companies from 14 European 
countries are popular and have earned the trust of consumers. As companies born and bred in 
Europe, for whom the EU is a crucial market, we have a deep commitment to European citizens 
and values. 

With the right conditions, our companies can strengthen Europe’s resilience and 
technological autonomy, protect and empower users online, and promote Europe’s values of 
transparency, rule of law and innovation to the rest of the world. 

The EUTA calls for boosting Europe’s tech competitiveness by having an ambitious EU tech 
strategy to overcome growth obstacles, making a political commitment to clear, targeted and 
risk-based rules, and enforcing rules consistently to match the globalised market we are in. 

Our members 
 
 

 

5 It reflects users, consumers and business customers from EUTA member companies, per year. It includes overlaps but 
illustrates the reach and impact of our services. 
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