
 

DIGITAL OMNIBUS  
Beyond Cookie Banners: Consent That Works​
 
 APRIL 2026 ​
​
The Digital Omnibus (COM(2025) 837 final)1 represents a genuine opportunity to address “cookie 
fatigue" and the European Tech Alliance (EUTA) supports this intention. However, Article 3.15 
introduces new GDPR articles, 88a and 88b, that will not solve “cookie fatigue”: it 
(i) Creates two  incoherent regimes both applying to device access. 
(ii) Mandates a centralised, browser-level consent mechanism that is technically outdated, 
legally incoherent, and unlikely to deliver the user empowerment it promises.​
 
This paper sets out why it does not work, and how it should be replaced. EUTA proposes a 
two-step alternative grounded in practical experience and European values: 

Focus consent where it genuinely matters to users. 

1.​ Consent should apply where it matters most to users. ​
 

2.​ Purely operational data uses - such as  analytics, fraud prevention, security,   
frequency capping, should not be dependent on user consent. When they involve 
the processing of personal data,  different legal bases should apply. This will 
support informed and conscious consent and reduce consent fatigue while 
preserving meaningful user control. 

 
This approach is consistent with the GDPR’s risk-based logic. It is technologically 
forward-looking and beneficial to the users. Finally,  better aligned with what European 
consumers actually want: less user friction, more meaningful control, and digital services they 
can trust. 

1 European Commission, Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL amending 
Regulations (EU) 2016/679, (EU) 2018/1724, (EU) 2018/1725, (EU) 2023/2854 and Directives 2002/58/EC, (EU) 2022/2555 
and (EU) 2022/2557 as regards the simplification of the digital legislative framework, and repealing Regulations (EU) 
2018/1807, (EU) 2019/1150, (EU) 2022/868, and Directive (EU) 2019/1024 (Digital Omnibus), COM(2025) 837 final. 
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Key Asks 
●​ Fully align the use of all data with Art. 6 GDPR legal bases, including legitimate interest, 

and avoids parallel regimes (GDPR vs. ePrivacy Directive). 

●​ Delete Article 88b (Article 3.15). As browser-level consent mechanisms risk creating new 
digital gatekeepers and deepening legal complexity. 

●​ Introduce a clear legal distinction between operational data uses for example analytics, 
fraud prevention, security (no consent required) and commercial personalisation uses 
(meaningful, service-level consent). 

1. Centralised consent management does not work 

Article 3.15 of the Digital Omnibus introduces a new GDPR Article 88b, mandating browser-level, 
machine-readable consent signals for the processing of personal data on users’ terminal 
equipment. On the surface, this is presented as a step forward for user empowerment: users 
would set their preferences twice a year at browser level, and those preferences would be 
respected automatically across services and devices.  

In practice, however, this mechanism fails to deliver on that promise. It introduces structural 
problems that would increase legal complexity, entrench dominant market players, and fail to 
meaningfully address the consent fatigue it is designed to solve. 

1.2  Five reasons why Article 88b does not work 

1.  It deepens consent fatigue rather than resolving it 
Cookie consent banners have not empowered users. They have produced chronic consent 
fatigue2. The problem is not how consent is requested, but how often: the average European 
faces hundreds of requests per month. Relocating that volume to the browser level does not 
solve the underlying problem or give users a genuine choice.  

A new, centralised consent layer does not address the root cause of this problem. Adding a 
browser-level mechanism alongside existing service-level banners creates a potential additional 
layer of friction for users and complexity for businesses.  

2 Habib, H. et al. (2022). "Okay, whatever": An Evaluation of Cookie Consent Interfaces. Proceedings of the ACM CHI 
Conference on Human Factors in Computing Systems (CHI 2022). In a study of 1,109 participants, the authors found that 
users routinely click whichever option dismisses the banner most quickly, resulting in consent that is, in the authors' 
words, "anything but informed." 
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What is needed is a structural reduction in the volume of consent requests through a principle 
distinction between data uses that require consent and those that do not.  

2. Overall, it entrenches dominant players and undermines fair competition 

Centralised consent reduces genuine user choice by replacing service-specific decisions with 
one-size-fits-all settings. It distorts competition by embedding compliance decisions at the 
infrastructure level, entrenching dominant players rather than allowing diverse business models 
to compete on equal terms. 

Browser-level consent would concentrate control over the entire European digital ecosystem in 
the hands of a handful of operators. Google Chrome and Apple Safari together account for over 
80% of global browser usage3: mandatory browser-level mechanisms would effectively give two 
companies decisive influence over Europe's consent architecture, directly contrary to the intent 
of the Digital Markets Act (Regulation (EU) 2022/1925)4 

This is not a theoretical concern, and precedent is instructive. Apple's App Tracking 
Transparency (ATT) framework, a mobile OS-level consent mechanism, was found by the 
Bundeskartellamt5 and the French Competition Authority6 to discriminate against third-party 
apps: Apple's own advertising services were not subject to the same restrictive prompts, 
producing high opt-out rates for competitors while leaving the gatekeeper's own services 
unaffected. A browser-level equivalent risks the same dynamic at greater scale. 

The risk is also structurally familiar. The approach would recreate Personal Information 
Management Systems (PIMS) at browser level, a model explicitly rejected during ePrivacy 
Regulation negotiations (Article 10) because of its gatekeeper potential7. The French 
Competition Authority8 confirmed the logic: centralised consent does not limit gatekeepers' 

8 See French Competition Authority Opinion No. 18-A-03 of March 6, 2018, on the use of data in the online advertising 
sector 

7 The UK's Competition and Markets Authority raising similar concerns when assessing Google's plans to phase-out 
third-party cookies in its Chrome browser (a project known as the "Privacy Sandbox"). In its inquiry into the online 
advertising sector, which served as the blueprint for the Privacy Sandbox investigation, the CMA accurately describes 
how browser level settings strengthen large platforms' market power (paragraph 31 and following, page 13). 
https://assets.publishing.service.gov.uk/media/5fa557668fa8f5788db46efc/Final_report_Digital_ALT_TEXT.pdf 

6 Ciblage publicitaire : l’Autorité de la concurrence prononce une sanction de 150 000 000 euros à l’encontre d’Apple en 
raison de la mise en œuvre du dispositif App Tracking Transparency (« ATT ») | Autorité de la concurrence  

5 Bundeskartellamt, Statement of Objections to Apple Inc. regarding the App Tracking Transparency Framework (ATTF), 
Case No. B6-27/21, 13 February 2025. Available at:​
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2025/02_13_2025_ATTF.html. 

4 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on contestable and fair 
markets in the digital sector (Digital Markets Act) [2022] OJ L 265/1. 

3 StatCounter Global Stats, Browser Market Share Worldwide, March 2026. As of the date of publication, Chrome held 
approximately 65% of global browser market share across all platforms, with Safari holding approximately 17–19% 
(varying by platform, with Safari's share significantly higher on mobile and tablet). Combined, the two browsers account 
for over 80% of global usage. Data available at: gs.statcounter.com/browser-market-share 
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access to user data (they already secure broad consent since they operate within logged-in 
environments), but it does restrict competitors' access to the data they need to effectively 
compete with gatekeepers. 

3.  It does not reflect how Europeans access digital services today 

The browser-based consent model was designed for desktop web browsing, a world that no 
longer exists. Europeans increasingly access digital services through mobile apps, smart TVs, 
connected devices, voice assistants, AI agents and in-app environments. Browser-based 
consent signals are technically irrelevant or inapplicable in these contexts. The answer is not to 
replicate the same centralised logic at the operating system or platform level. As the 
Bundeskartellamt's proceedings against Apple's App Tracking Transparency framework 
illustrate9, any mandatory centralised consent layer risks entrenching gatekeepers and 
distorting competition, regardless of where it sits in the stack.  

What is needed is not a new infrastructure-level mechanism, but a principled reduction in the 
volume of consent requests, achieved by distinguishing data uses that genuinely require 
consent from those that do not. 

4.  It undermines European digital services and consumer trust 

Browser-level consent breaks the direct relationship between European tech businesses and 
their users. When consent is pre-configured by a third-party browser operator, the service 
provider loses the ability to explain its own data practices, offer choices tailored to that specific 
relationship, or compete on the basis of trust and transparency, precisely the kind of 
differentiation that benefits informed users. 

The economic consequences for European digital services would be severe. Conservative 
estimates predict that browser-level consent would reduce user consent rates across the EU by 
60–65%, meaning at least two out of three users would decline to opt in for cookies as the 
default option10. This drop is projected to shrink European business revenues from digital 
advertising by an estimated €40–50 billion (a decline of 30–35%) as websites lose the ability to 

10 The 60–65% consent rate reduction estimate is derived from real-world tracking rate data across seven EU markets 
following the introduction of Apple's App Tracking Transparency (ATT): L Kraft, B Skiera and T Koschella, Economic Impact 
of Opt-In Versus Opt-Out Requirements for Personal Data Usage (Working Paper, 2023), finding a ~45 percentage-point 
weighted average reduction in tracking rates across DE, ES, NL, IT, PL, FR and RO — equivalent to a 60–65% relative 
reduction. As ATT requires repeated app-by-app prompts whereas browser-level consent would operate as a single 
one-click signal across all websites, this is treated as a conservative lower bound for the BLC impact. 

9 Bundeskartellamt, Statement of Objections to Apple Inc. regarding the App Tracking Transparency Framework (ATTF), 
Case No. B6-27/21, 13 February 2025. The Federal Cartel Office found, on a preliminary basis, that Apple's consent prompt 
framework discriminated against third-party apps by applying stricter tracking restrictions to them than to Apple's own 
advertising services and first-party apps, in potential breach of s. 19a(2) of the German Competition Act (GWB) and Art. 
102 TFEU. A market test on Apple's proposed remedies was opened in December 2025. Available at:​
https://www.bundeskartellamt.de/SharedDocs/Meldung/EN/Pressemitteilungen/2025/02_13_2025_ATTF.html. 
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track and measure ad performance11. The harm extends to all advertising formats, including 
contextual advertising, which becomes substantially more expensive per conversion when 
publishers cannot optimise their campaigns on the basis of measured ad success12. 
 
A pre-set list of purposes defined at browser level would further constrain innovation: new data 
uses at service level would either fall outside the approved list and cannot be deployed unless 
an additional layered consent applies, compounding the very complexity the Digital Omnibus is 
meant to reduce. 
 
5.  It legally contradicts the GDPR’s own definition of valid consent 

Under GDPR Article 4(11), consent must be “freely given, specific, informed and unambiguous”. A 
browser-level signal configured in advance and applied uniformly across all websites cannot 
satisfy this standard for any individual service’s unique processing context. By reducing 
consent to a pre-set binary toggle, Article 88b structurally degrades consent from a 
meaningful, context-specific choice into a blanket automated permission, a contradiction 
embedded in the very design of the mechanism itself. 

This is particularly damaging for European-born companies, which have invested in 
GDPR-compliant privacy programmes and build their user relationships on transparency. A 
browser-level mechanism homogenises consent in a way that advantages large intermediaries 
over the direct user relationships that European digital services have built. 

Article 88b as drafted should be deleted. Consent should remain  granular, 
service-specific and preserve the direct relationship between users and European digital 
services. 

2. Fix it: Ask for consent where it truly matters  
The central flaw in the current consent fatigue landscape is not only volume; it is above all 
relevance. Users are routinely asked to consent to dozens of different data uses: analytics, 
advertising, personalisation, cyber security, fraud prevention, data sharing. Presented together 
in a dense cookie banner, these choices are cumbersome and complex.  

12 Efficiency gap between personalised and contextual display ads of approximately 66%, within a range of 50–75% 
across the literature: Gu, Johnson and Kobayashi (2025), summarised alongside Johnson and others (2019), Laub and 
others (2024) and submissions by DMG Media, The Telegraph Media Group and News UK. 

11 Aggregate revenue impact (€40–50 billion / 30–35% decline) and marginal elasticity (a further €600–800 million annual 
decline in European digital advertising revenue per 1% reduction in the consent rate) modelled in Implement Consulting 
Group, Gone in One Click: Assessing the Socio-Economic Impact of Browser-Level Consent in the EU (March 2026). 
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The solution is not to move the entire bundle to browser level. It is to unbundle it, to identify the 
uses that genuinely matter to users and focus consent there, while establishing a clear, 
principled legal basis for operational data uses that do not raise the same privacy concerns. 

2.2 What consumers care about and want to control  
Four categories of data use consistently emerge: 

1.​ Personalised advertising on the open Internet (unauthenticated user) : It enables the 
collection of user browsing events (click on an ad, product in a basket) to provide users 
with ads that are most likely to be relevant to them as they are based on their own 
browsing history. This can involve tracking of users across different websites and the 
reliance on third party cookies (i.e., cookies that originate from a domain that is different 
from the domain the user is visiting). Users have a clear intuition that this goes beyond 
the service they are using, and they want a meaningful choice about whether or not to 
benefit from personalized advertising based on their browsing history. Consent here is 
necessary and meaningful13. 

2.​ Sharing of personal data with third parties. When a user’s data is shared with third 
parties other than the service they are directly interacting with, other than instances 
when such sharing is necessary to ensure a safe and well functioning service, users feel 
they have a stake in that decision. Clear, service-level transparency and consent over 
third-party sharing directly addresses this concern14. 

3.​ Personalisation of content. Digital services routinely personalise content (news feeds, 
recommendations, and search results) based on user interaction data. Not all 
personalisation carries the same weight: recommending a product or a song operates in 
a fundamentally different register from curating the news, civic, or political content that 
shapes how users form opinions and exercise their right to information under Article 11 of 
the EU Charter15. A proportionate approach should therefore reserve consent 
requirements for the cases where personalisation genuinely engages fundamental 
rights. In lower-risk contexts (product recommendations, entertainment, commercial 
content), lighter-touch transparency and user-control mechanisms are sufficient and, 
indeed, welcomed by users: 80% of European consumers prefer more relevant 

15 European Commission Consumer Conditions Survey data, 2022 (Statista ref.); FRA Fundamental Rights Survey 2020, 
accessible at: https://commission.europa.eu/publications/2024-consumer-conditions-survey-full-data-set_en.  

14 European Commission Consumer Conditions Survey data, 2022 (Statista ref.); FRA Fundamental Rights Survey 2020, 
accessible at: https://commission.europa.eu/publications/2024-consumer-conditions-survey-full-data-set_en.  

13 European Commission, 2024 Consumer Conditions Survey, March 2025; European Union Agency for Fundamental Rights 
(FRA), Your Rights Matter: Data Protection and Privacy, Fundamental Rights Survey, 2020. The FRA survey found that 
approximately 30% of Europeans express concern about advertisers and businesses accessing their personal data 
without their knowledge.  
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advertising, and 68% see personalised ads as a useful way to connect with local 
businesses16. Concentrating consent obligations where the rights stakes are highest 
preserves both user autonomy and the practical usability of digital services. 

4.​ Data retention for commercial purposes. Under the GDPR, data must be kept no longer 
than necessary for the purpose for which the personal data are processed. Any longer 
retention requires a valid legal basis and a clearly defined purpose, which may in some 
cases include the user’s consent.  

2.3  What should not require consent: operational data uses 
Several requests for some data uses adds no meaningful protection while significantly 
increasing compliance burdens for companies and deepening user consent fatigue.  

It is worth noting that Article 88a of the Commission’s proposal already acknowledges some of 
these exemptions, notably audience measurement and service security, but the drafting is too 
narrow to be operationally workable. EUTA calls for these exemptions to be clarified and 
extended to cover all the uses listed below. These operational uses include: 

●​ Service security and maintenance: Storing or accessing data to ensure the security of a 
service, detect and prevent cyberattacks, and maintain technical performance is a 
functional necessity. Users benefit directly from this processing and generally assume 
this is taken care of.  

●​ Fraud prevention and detection: Identifying patterns of fraudulent behaviour, preventing 
account takeover, and ensuring the integrity of transactions protect users. Requiring 
consent for these functions would make digital services less safe (as fraudsters usually 
refuse to consent to the use of their data for this purpose)  without any commensurate 
privacy benefit. Users generally assume this is taken care of.  

●​ Analytics and audience measurement: Understanding how a service is being used or how 
effective an advertising campaign has been is a fundamental operational need for all 
organisations. Information used for these purposes is generally aggregated, hence not 
directly identifiable and even not personal data. Most often these measurement services 
will need to rely on third parties as websites and advertisers do not have the capacity to 
measure this themselves.  

16 David Osimo and Vittoria Barbieri, Beyond the Privacy-Competitiveness Paradox: Scaling Retail Media in Europe, Lisbon 
Council Research, April 2026. Consumer and SME figures from Kantar Media, Optimisation over Reform: Understanding EU 
Consumers’ Perception and Knowledge of the Ad-supported Internet, 2023, cited therein. 
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●​ Self-marketing: Companies reaching their own existing customers with communications 
about their own products and services operate within a clearly defined, expected 
relationship. Consumers generally expect to receive recommendations or commercial 
solicitations from vendors they have a relationship with. This is explicitly recognised in 
law: Article 13(2) of the ePrivacy Directive provides that consent is not required where a 
company markets its own similar products or services to existing customers, provided 
they are given a clear opportunity to opt out17. GDPR Recital 47 likewise affirms that 
direct marketing can constitute a legitimate interest. Without self marketing European 
companies do not have visibility in the digital environment. It is an essential tool to 
connect European businesses and their services and products with the right audience.   

●​ Frequency capping: Limiting the number of times a user sees the same advertisement is 
a direct user-experience benefit. It prevents ad repetition that users actively dislike.  

Consent should be reserved for data uses that affect users’ personal interests in a way 
they recognise and care about. Operational data uses that are necessary for service 
functionality, safety, and security and benefit users should not depend on individual 
user consent.  

When personal data is involved, all the provisions of the GDPR always apply regardless of 
the legal basis used (consent or legitimate interest). Such data processing can also 
benefit from enhanced technical safeguards, such as Privacy-Enhancing Technologies.  

 
 
 
 

17The Court of Justice of the European Union confirmed the scope and standalone character of this exception in Case 
C-654/23, Inteligo Media SA v Autoritatea Națională de Supraveghere a Prelucrării Datelor cu Caracter Personal 
(ANSPDCP), judgment of 13 November 2025, holding that Art. 13(2) constitutes an independent legal basis for direct 
marketing to existing customers for similar products, and that companies are not additionally required to identify a 
lawful basis under Art. 6(1) GDPR for that specific activity. 
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Conclusion: A workable path forward 

The question of how to make digital consent meaningful, without adding to the complexity that 
already renders it ineffective, is one of the most important design challenges in Europe.  

The Digital Omnibus has the potential to make real progress, but only if it addresses the 
underlying structural problems rather than adding new layers to a system that is already 
cumbersome. 

EUTA’s two-step proposal is designed to be practical, proportionate, and durable. It builds on 
the GDPR’s risk-based foundations rather than departing from them. It responds to what 
European consumers actually want: fewer, more meaningful consent choices, and the 
confidence that their data is at all times genuinely protected by the technology. 

EUTA looks forward to working constructively with the European Commission, the European 
Parliament, and Member States to develop a digital economy that is both innovative and 
trustworthy. We believe these two goals are complementary, not in tension. 

 

About the European Tech Alliance 
EUTA represents leading European tech companies that provide innovative products and 
services to more than a billion users18. Our 38 EUTA member companies from European 
countries are popular and have earned the trust of consumers. As companies born and bred in 
Europe, for whom the EU is a crucial market, we have a deep commitment to European citizens 
and values. With the right conditions, our companies can strengthen Europe’s resilience and 
technological autonomy, protect and empower users online, and promote Europe’s values of 
transparency, rule of law and innovation to the rest of the world. 

Our members 
 

 

18 It reflects users, consumers and business customers from EUTA member companies, per year. It includes overlaps but 
illustrates the reach and impact of our services. 

 

The European Tech Alliance | Square de Meeûs 35 | 1000 Brussels, Belgium  

www.eutechalliance.eu | info@eutechalliance.eu​ ​ ​ ​ ​ ​ ​          9 

http://www.eutechalliance.eu
mailto:info@eutechalliance.eu

	DIGITAL OMNIBUS  
	Beyond Cookie Banners: Consent That Works​ 
	 APRIL 2026 ​​The Digital Omnibus (COM(2025) 837 final)1 represents a genuine opportunity to address “cookie fatigue" and the European Tech Alliance (EUTA) supports this intention. However, Article 3.15 introduces new GDPR articles, 88a and 88b, that will not solve “cookie fatigue”: it 
	(i) Creates two  incoherent regimes both applying to device access. 
	(ii) Mandates a centralised, browser-level consent mechanism that is technically outdated, legally incoherent, and unlikely to deliver the user empowerment it promises.​ 
	Key Asks 

	1. Centralised consent management does not work 
	1.2  Five reasons why Article 88b does not work 
	1.  It deepens consent fatigue rather than resolving it 


	2. Fix it: Ask for consent where it truly matters  
	2.2 What consumers care about and want to control  
	2.3  What should not require consent: operational data uses 

	Conclusion: A workable path forward 
	About the European Tech Alliance 
	Our members 

